Notice of Privacy Practices
THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.
WHO WILL FOLLOW THIS NOTICE
This Notice is being given to you because federal law gives you
the right to be told ahead of time about how the Allegheny Health
Network Providers (AHNP) handle your protected health information
(PHI), our Network’s legal duties related to your protected health
information and your rights with regard to your protected health
information. This notice applies to the privacy practices of the
organizations listed below and any other additional entities or
physicians that join Allegheny Health Network from time to time. As
participants in an Organized Health Care Arrangement (OHCA) we
may share with each other your protected health information, and
the medical information of others we service, for the health care
operations of our joint activities.
•

Allegheny Clinic

•

Bethel Park Health + Wellness Pavilion

•

Emergency Medicine Physicians

•

Healthcare@Home

•

Jefferson Hospital entities including professional corporations
controlled or owned by Jefferson Hospital; Emergency Physicians
of Pittsburgh, Ltd.; Mahpareh Mostoufizadeh, M.D.; PC Pathology
Group; Pittsburgh Anesthesia Associates, Ltd.; and Jefferson
Hospital Medical Staff, Allied Health Professionals, Foundation
Radiology Group and all associates, affiliates and doctors who
take care of you in the hospitals and in doctors’ offices and other
facilities controlled or operated by Jefferson Hospital.

•

Lake Erie Medical Group, PC

•

Monroeville Surgery Center

•

Peters Township Health + Wellness Pavilion

•

Premier Medical Associates, PC

•

Saint Vincent Health Center and Saint Vincent Health System,
including Saint Vincent Medical Education and Research
Institute; Saint Vincent Rehab Solutions; Regional Home
Health and Hospice; Westminster Family Practice; Saint Vincent
Consultants in Cardiovascular Disease; Westfield Memorial
Hospital and all associates, affiliates and doctors who take care
of you in the hospitals and in doctors’ offices and other facilities
controlled or operated by Saint Vincent Health System.

•

•

West Penn Allegheny Health System (WPAHS) entities which
include Allegheny General Hospital, Allegheny Medical Practice
Network, Allegheny Valley Hospital, Canonsburg Hospital,
Canonsburg Ambulance Company, Forbes Hospice, Forbes
Hospital, West Penn Hospital, West Penn Allegheny Oncology
Network, and all associates, affiliates and doctors who take care
of you in the hospitals and in doctors’ offices and other facilities
controlled or operated by WPAHS.

integral to providing you care. For example, a doctor treating you for
a broken leg may need to know if you have diabetes because diabetes
may slow the healing process.
We also may disclose your PHI to others who may help in your care,
such as your spouse, children or parents.
2. Payment
We may use and disclose your PHI for all activities that are included
within the definition of “payment” as set out in 45 C.F.R. § 164.501. For
example, we may use and disclose your PHI to coordinate with you,
your insurance company, or another third party to ensure that the
health care you receive is billed and paid for appropriately. This PHI
may include information that identifies you, as well as your diagnosis,
procedures, and supplies used.
Additionally, we may also seek prior payment approval from your
health plan concerning treatments you are scheduled to receive or
determine if your health plan will pay for the treatment. For example,
obtaining approval for a hospital stay may require that your relevant
PHI be disclosed to your health plan to obtain approval for hospital
admission.
3. Health Care Operations
We may use and disclose your PHI for all activities included within the
definition of “health care operations” as set out in 45 C.F.R § 164.501.
These uses and disclosures help us maintain and improve patient care
and may be used for our health care operations or the operations of
another entity that has a direct treating relationship with you.
We may use PHI about many patients to ascertain what new services
to offer, what practices are not needed, and whether certain methods
of treatment are effective. We may also disclose PHI to doctors,
nurses, technicians and other persons to improve the quality of
treatment and service.
•

Appointment reminders. We may use and disclose your PHI to
contact you and remind you of an appointment.

•

Health-related benefits and services. We may use and disclose
your PHI to tell you of health-related benefits or services that may
be of interest to you.

•

•

Wexford Health + Wellness Pavilion

WHAT IS A NOTICE OF PRIVACY PRACTICES?
We must give you a notice that tells you how we may use and share
your health information and how you can exercise your health
privacy rights. We respect your right to privacy and function to
ensure your confidentiality by following federal and state laws
concerning protected health information. This Notice describes the
manner and means by which AHNP demonstrates the appropriate
privacy measures.
We understand that medical information about you and your health
is important to you. We are committed to protecting the privacy of
your protected health information. “Protected Health Information”
(PHI) is your individually identifiable health information,
including demographic information, collected from you or
created or received by a health care provider, a health plan, your
employer, or a health care clearinghouse that relates to: (i) your
past, present, or future physical or mental health or condition;
(ii) the provision of health care to you; or (iii) the past, present, or
future payment for the provision of health care to you.
This Notice describes our privacy practices, which include how we
may use, disclose, collect, handle, and protect our patients’ PHI. This
Notice applies to all of the records of your care generated by us. It
also describes your rights and our obligations regarding use and
disclosure of your protected health information. We are required
by applicable federal and state laws to maintain the privacy of your
PHI. We also are required by the HIPAA Privacy Rule (45 C.F.R. parts
160 and 164, as amended) to give you this Notice about our privacy
practices, our legal duties, and your rights concerning your PHI.

•

basis for planning your care and treatment

•

means of communication among the many health professionals
who contribute to your care

•

legal document describing the care you received

•

means by which you or a third-party payer can verify that
services billed were actually provided

•

tool in educating health professionals

•

potential source of data for medical research

•

source of information for public health officials charged with
improving the health of the nation

•

source of data for facility planning and marketing

•

tool with which we can assess and continually work to improve
the care we render and the outcomes we achieve

USES AND DISCLOSURES OF PROTECTED HEALTH
INFORMATION (PHI)
We use your health information within the AHNP and disclose your
health information outside of the AHNP for the reasons described in
this Notice. The following categories describe some of the ways that
we may use and disclose your health information.
The term “may” means that the AHNP is permitted under federal law
to use or disclose this information without obtaining an additional
or specific authorization from you to do so. Even though we may be
permitted to use or disclose information in a given instance, it does
not mean that we will disclose the information.
We will restrict use and disclosure concerning AIDS / HIV, mental
health, behavioral health and alcohol and drug treatment or other
particular categories of health information based upon state law if
state law is more stringent or provides additional patient privacy
safeguards not included in federal regulations.
1. Treatment
We use your PHI to enable delivery of health care services and for
other activities that are included within the definition of “treatment”
as set out in 45 C.F.R. § 164.501. Information obtained by a nurse,
physician, or other member of your health care team will be recorded
in your record and used to determine the course of treatment that
should work best for you. We may disclose your PHI to other doctors,
medical students, hospitals, pharmacies or other persons who are

Clergy. We may disclose your PHI as permitted by law to ministers,
priests or other clergy in order to help them take care of your
spiritual needs.

4. Legal Obligations and Public Policy Disclosures
We may use and / or disclose your PHI as permitted or required by
federal, state or local law, in the following situations:
•

To organ procurement organizations or other entities engaged
in the procurement, banking, or transplantation of organs for the
purpose of tissue donation and transplants.

•

Your PHI may be released if a work force member or business
associate believes in good faith that there has been unlawful
conduct or violation of professional or clinical standards which
are potentially dangerous to one or more patients, workers or the
public.

3. Right to an Accounting of Disclosures

We may use and disclose your PHI for certain research purposes
consistent with applicable law. We will obtain authorization to use
your PHI for research purposes except when permitted under the
privacy regulation at §164.512, such as when an Institutional Review
Board or a Privacy Board approved the use or sharing of information
without an authorization after reviewing and approving the research
and establishing protocols to protect the privacy of the information.
If you agree to participate in an approved research study, you will
be asked to read and sign an authorization document. Under this
circumstance, we may use and disclose medical information about
you for the purpose of the research study to which you provided your
authorization.

You have a right to an accounting of certain disclosures of your PHI as
prescribed by law that are for reasons other than treatment, payment
or health care operations.

7. Education

You may request restrictions on our use and disclosure of your PHI for
treatment, payment and health care operations. However, we are not
obligated to agree to your request in all situations.

We may use and disclose your PHI in the course of training people to
become doctors, nurses and other kinds of health care providers.
8. Business Associates
We may disclose your PHI to others called “Business Associates,” who
perform services on our behalf. An example of a Business Associate is
a billing company that bills for the services we provide. The Business
Associate must agree in writing to protect the confidentiality of the
PHI.
9. Marketing
We may use or disclose your PHI for marketing purposes without your
permission in certain situations, such as when we discuss products or
services with you face to face or to provide you with an inexpensive
promotional gift related to the product or service. We also may
contact you to provide information about treatment alternatives or
other health-related benefits and services that may be of interest to
you when permitted by law. For other types of marketing activities
we will obtain your written permission before using or disclosing your
PHI.
10. Directory
Unless you notify us that you object, we will use your name, the
location at which you are receiving care, phone number and / or room
number (if applicable), and religious affiliation or house of worship
for directory purposes. Except for religious affiliation or house of
worship, this information may be provided to others who ask for you
by name.
11. Notification
We may use or disclose your name and / or room number and phone
number (if applicable) in order to notify or assist in notifying a family
member, personal representative, or another person as may be
necessary for your care.

THE HEALTH INFORMATION EXCHANGE
AHNP may participate in Health Information Exchange (HIE), which
will provide you with the choice to opt-in or opt-out. An HIE is a
secure electronic data sharing network. In accordance with federal
and state privacy regulations, health care providers participate in
an HIE to exchange patient information in order to facilitate health
care, avoid duplication of services, such as tests, and to reduce the
likelihood that medical errors will occur. The HIE allows your health
information to be shared among authorized participating health
care providers, such as health systems, hospitals and physicians,
for the purposes of Treatment, Payment or health care operations
purposes. Examples of this health information may include:
•

General laboratory, pathology, transcribed radiology reports and
EKG Images

To military authorities if you are a member of the armed forces (of
either the United States or a foreign government).

•

Results of outpatient diagnostic testing (GI testing, cardiac
testing, neurological testing, etc.)

To workers’ compensation or similar programs to the extent
authorized by and necessary to comply with laws relating to
workers’ compensation or other similar programs established by
law.

•

Health maintenance documentation / Medication

•

Allergy documentation / Immunization profiles

•

Progress notes / Urgent Care visit progress notes

To public health or legal authorities for public health activities.
For example, to report births and deaths, or for the prevention or
control of disease, injury, or disability, or, if directed by the public
health authority, to a foreign government agency that is collaborating with the public health authority.

•

Consultation notes

•

Inpatient operative reports

•

Discharge summary / Emergency room visit discharge summary
notes

•

In response to a court or administrative order, subpoena, discovery
request, or other lawful process, but only if efforts have been
made to tell you about the request.

•

To law enforcement if asked to do so (1) to identify or locate a
suspect, fugitive, material witness or missing person; (2) regarding
the victim of a crime if, under certain limited circumstances, we
are unable to obtain the person’s agreement; (3) regarding a death
we believe may be the result of criminal conduct; (4) regarding
criminal conduct at our facilities; or (5) in emergency circumstances to report information regarding a crime.

All participating providers who provide services to you may have
the ability to access your information. Providers that do not provide
services to you will not have access to your information. Information
may be provided to others as necessary for referral, consultation,
treatment or the provision of other health care services, such as
pharmacy or laboratory services. All participating providers have
agreed to a set of standards relating to their use and disclosure of
the information available through the HIE. Your health information
shall be available to all participating providers through the HIE.

•
•

•

UNDERSTANDING YOUR HEALTH
RECORD / INFORMATION
Each time you visit a hospital, physician, or other health care
provider, a record of your visit is made. Typically, this record
contains your symptoms, examination and test results, diagnoses,
treatment, response to treatment, and a plan for future care or
treatment. This information, often referred to as your health or
medical record, serves as a:

Release of information to family / friends. We may disclose your
PHI to a friend or family member who is helping you pay for your
health care, or who assists in taking care of you, unless you tell
us not to do so. We may also disclose information to notify, or
assist in notifying, a family member, personal representative or
another person responsible for your care of your locations. If you
are unable to agree or object to such a disclosure, we may disclose
such information as necessary if we determine that it is in your
best interest based on our professional judgment.

6. Research

•

We may disclose PHI to a medical examiner or coroner to identify a
dead person or to identify the cause of death. If necessary, we will
share PHI with funeral directors.

•

We may use and disclose your PHI when necessary to reduce
or prevent a serious threat to your health and safety or another
individual or the public. Under these circumstances, we will
only disclose your PHI to the person or organization able to help
prevent the threat.

•

We may disclose your PHI, if authorized by law, to a person who
may have been exposed to a communicable disease or may
otherwise be at risk of contracting or spreading the disease or
condition.

•

We may disclose to the FDA health information related to known
adverse events with respect to food, supplements, pharmaceuticals, product defects or information to enable product recalls,
repairs or replacements.

•

We may disclose your PHI to authorized federal officials for
intelligence, counter-intelligence and other national security
activities authorized by law.

•

We may disclose your PHI to a health oversight agency for
purposes of 1) monitoring the health care system, 2) determining
benefit eligibility for Medicare, Medicaid and other government
benefit programs, and 3) monitoring compliance with
government regulations and civil rights laws.

•

We may disclose your PHI to a public health authority that is
authorized by law to receive reports of child abuse or neglect. In
addition, we may disclose your PHI if we believe that you have
been a victim of abuse, neglect or domestic violence to the
governmental entity or agency authorized to receive such information. In this case, the disclosure will be made consistent with
the requirements of applicable federal and state laws. We may
disclose your PHI to a correctional institution or law enforcement
official if you are an inmate of a correctional institution or under
the custody of a law enforcement official.

Other Uses of Health Information
Other uses and disclosures of PHI not covered by this Notice or
applicable laws will be made only with your written authorization. For
example, we will not sell your PHI without your authorization unless
permitted by law. Similarly, most disclosures of psychotherapy notes
(if any) require your authorization. You may revoke the authorization,
at any time, in writing. The revocation will apply to all disclosures
except those which were made prior to receiving the revocation.

YOUR RIGHTS REGARDING YOUR PROTECTED
HEALTH INFORMATION
Although your record is the property of AHN, the PHI in it belongs to
you. You have the following rights:
1. Right to Access, Inspect and Copy
You have the right to look at or get copies of your PHI in a designated
record set. Generally, a “designated record set” contains medical
and billing records, as well as other records that are used to make
decisions about your health care benefits. However, you may not
inspect or copy psychotherapy notes or certain other information
that may be contained in a designated record set. You may request
that we provide copies in a format other than photocopies, including
electronic access. We will use the format you request unless we
cannot practicably do so. You must make a request in writing to
obtain access to your PHI. To inspect and / or copy your PHI, you may
obtain a form to request access by using the contact information
listed at the end of this Notice. We may charge you a reasonable,
cost-based fee for responding to these requests.
We may deny your request to inspect and copy your PHI in certain
limited circumstances. If you are denied access to your information,
you may request that the denial be reviewed. A licensed health care
professional chosen by us will review your request and the denial.
The person performing this review will not be the same one who
denied your initial request. Under certain conditions, our denial will
not be reviewable. If this event occurs, we will inform you in our
denial that the decision is not reviewable.

5. Fundraising Activities

2. Right to Amend

We may use contact information, such as your name, address and
phone number and the dates you received treatment or services, to
contact you in an effort to raise money to support our fundraising
efforts. We may disclose this contact information to a related
foundation so that the foundation may contact you in raising money
to support our fundraising efforts. You have a right to “opt-out” of
receiving these communications. If you do not want to be contacted
for fundraising efforts, you must notify us in writing.

If you believe that your PHI is incorrect or incomplete, you have the
right to request that we amend or append your PHI. Your request
must be in writing, and it must explain why the information should be
amended.
We may deny your request. If you disagree with our decision, you
may submit your written statement of disagreement to be appended
to the information you wanted amended. If we accept your request
to amend the information, we will make reasonable efforts to inform
others, including people you name, of the amendment and to include
the changes in any future disclosures of that information.

An “accounting of disclosures” provides a list of disclosures of PHI.
The list includes the date(s) of the disclosure, to whom we made
the disclosure, a brief description of the information disclosed, and
the purpose for the disclosure. The first list you request within a
12-month period will be free. If you request this list more than once in
a 12-month period, we may charge you a reasonable, cost-based fee
for responding to these additional requests.
4. Right to Request Restrictions

Any agreement we may make to a request for additional restrictions
must be in writing signed by a person authorized to make such an
agreement on our behalf. You may terminate this restriction if you
submit the termination in writing, or if we inform you that we are
terminating the restriction. Any termination will apply only to PHI
created or received after receipt of the termination.
In your written request tell us: (1) the information whose disclosure
you want to limit; and (2) how you want to limit our use and / or
disclosure of the information.

above and beyond those contained within established state and
federal law. Allegheny Health Network does not discriminate when:
providing inpatient or outpatient admission or care; assigning
patients or residents to rooms, floors, and sections; asking patients
or residents about roommate preferences; assigning staff to patient
or resident services; utilization of the health care facility; transfers of
patients or residents from their rooms; and granting staff privileges
of professionally qualified personnel.
In order to include and treat individuals in a nondiscriminatory
manner, Allegheny Health Network provides free aids and services
to people with disabilities to communicate effectively with us, such
as qualified interpreters for people whose primary language is not
English, sign language interpreters, and translators.
If you believe that Allegheny Health Network has failed to provide
these services or discriminated in another way based upon race,
color, national origin, age disability, sex or other grounds set forth
above, you can file a grievance with the Grievance Officer, 320 East
North Avenue, Pittsburgh PA 15212 or by calling 412.359.3926 or
412.359.5024. You can also file a civil rights complaint with the U.S.
Department of Health and Human Services, Office for Civil Rights
via https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, by mail at HHH
Building, 200 Independence Avenue SW, Room 509F, Washington
DC 20201 or by calling 1.800.868.1019 or 1.800.537.7697 (TDD).
Complaint forms are available at http://www.hhs.gov/ocr/office/file/
index.html.

In the event that products or services were paid out of pocket in full,
at your request, we will not share information about those services
with a health plan for purposes of payment or health care operations.
“Health plan” means an organization that pays for your medical care.
5. Right to Request Confidential Communications
You have the right to request that we communicate with you in
confidence about your PHI by alternative means or to an alternative
address. For example, you may ask that we contact you only at your
work address or via your work email.
Although you may initiate your request verbally, you must make your
request in writing. You do not need to provide a reason for your
request. We must reasonably honor your request. However, the
request must allow us to communicate and serve you effectively.
6. Right to a Paper Copy of This Notice
You have the right to a paper copy of this Notice. You may obtain a
copy of this Notice by requesting it at the AHN entity or AHN website
or by contacting the Privacy Officer at the address below.
7. Breach Notification
In the event of breach of your unsecured health information, we will
provide you notification of such a breach as required by law or where
we otherwise deem appropriate.

CHANGES TO THIS NOTICE
On an ongoing basis, we will review and monitor our privacy
practices to ensure the privacy of our patients’ PHI. Due to changing
circumstances, it may become necessary to revise our privacy
practices and the terms of this Notice. We reserve the right to make
changes in our privacy practices, and the new terms of our Notice
will become effective for all PHI we created or received before we
made the changes. Before we make a material change in our privacy
practices, we will change this Notice and post a copy of the current
Notice at our facilities.

COMPLAINTS
If you are concerned that we may have violated your privacy rights,
or you disagree with a decision we made about access to your PHI
or in response to a request you made to amend or restrict the use
or disclosure of your PHI or to have us communicate with you in
confidence by alternative means or at an alternative location, you may
complain to us using the contact information listed below.
You also may submit a written complaint to the U.S. Department of
Health and Human Services. We will provide you with the address to
file your complaint with the U.S. Department of Health and Human
Services upon request.
We support your right to protect the privacy of your PHI. We will not
retaliate in any way if you choose to file a complaint with us or with
the U.S. Department of Health and Human Services.

Contact Information for Questions and Complaints
Allegheny Clinic
Healthcare@Home
Chief Privacy Officer
Privacy Officer
120 5th Avenue Place
Four Allegheny Center
Pittsburgh, PA 15222
Ninth Floor
1.800.985.2050
Pittsburgh, PA 15212
1.888.599.7328
Allegheny Health Network
Chief Privacy Officer
Jefferson Hospital
120 5th Avenue Place
Privacy Officer
Pittsburgh, PA 15222
565 Coal Valley Road
1.800.985.2050
Jefferson Hills, PA 15025
412.469.5980
Bethel Park Health + Wellness
Pavilion
Lake Erie Medical Group, PC
1000-1010 Higbee Drive
Executive Director /
Bethel Park, PA 15102
Compliance Liaison
412.362.8677
145 West 23rd Street, Suite 202
Erie, PA 16502
Monroeville Surgery Center
1.800.985.2050
4121 Monroeville Boulevard
Monroeville, PA 15146
Saint Vincent Hospital
1.877.257.6272
Privacy Officer
232 West 25th Street
Peters Township
Erie, PA 16544
Health + Wellness Pavilion
814.452.7081
160 Gallery Drive
McMurray, PA 15317
Wexford
412.362.8677
Health + Wellness Pavilion
12311 Perry Highway
Premier Medical Associates, PC
Wexford, PA 15090
Compliance & Privacy Officer
1.844.497.4968
3824 Northern Pike, Suite 700
Monroeville, PA 15146
412.457.0096

Origination Date: September 23, 2013
Revised: January 1, 2015; January 1, 2016

West Penn Allegheny Health System (includes Allegheny General
Hospital, Allegheny Valley Hospital, Canonsburg Hospital, Forbes
Hospital and West Penn Hospital)
Privacy Officer
120 5th Avenue Place
Pittsburgh, PA 15222
1.800.985.2050
Allegheny Health Network operates and provides care, treatment,
and services without discrimination and limitation on the basis
of age, AIDS or HIV status, ancestry, race, color, physical or mental
disability, gender/sexual identity, expression or preference, gender dysphoria, national origin, ethnicity, culture, language, socio
economic status, source of payment, religion/religious creed, sex,
sexual orientation, union status, or any other characteristic protected
by law or regulation in compliance with federal and state regulations and civil rights laws including, but not limited to: Title VI of the
Federal Civil Rights Act of 1964, the Pennsylvania Human Relations
Act, the Pennsylvania Department of Health Regulations, The Joint
Commission accrediting standards, the Americans with Disabilities
Act of 1990 (42 U.S.C.A. § § 12101—12213) and Section 1557 of the
Affordable Care Act. This notice does not create legal obligations
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